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Abstract: The development of Islamic financial
technology (fintech) has transformed the delivery of
Sharia-compliant financial services in the digital era.
Islamic fintech offers broader financial inclusion,
operational efficiency, and ethical financial services
aligned with Islamic principles. However, the
industry still faces challenges related to regulation,
cybersecurity, financial literacy, and technological
readiness. This study aims to analyze the major
regulatory challenges and supporting factors
influencing Islamic fintech growth through a
systematic literature review approach. The study
employed the PRISMA framework to identify,
evaluate, and synthesize relevant studies published
between 2019 and 2024. Data were collected from
Scopus, Web of Science, ScienceDirect,
SpringerLink, and Google Scholar databases. A total
of 65 publications were included in the final analysis.
The findings indicate that government support,
regulatory sandboxes, blockchain integration,
consumer trust, and strategic partnerships are
important drivers of Islamic fintech growth.
Meanwhile, inconsistent regulations, cybersecurity
risks, and low financial literacy remain major
barriers to sustainable development. This study
concludes that adaptive regulations, digital literacy
improvement, and technological innovation are
essential to strengthen Islamic fintech ecosystems
and improve financial inclusion in Muslim-majority
countries.
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INTRODUCTION
Digital technology has had a profound impact on the global financial sector. Financial

technology (fintech) is one of the greatest innovations in financial systems that has made
financial services more accessible, efficient and transparent (Alam et al., 2019). Lately, Fintech
development is spreading across the Islamic finance realm because of the introduction of Islamic
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fintech, a fusion of Islamic ideals and digital financial innovation.
Islamic fintech has attracted a lot of interest in Muslim majority nations, including in the

United Arab Emirates, Malaysia, Saudi Arabia and Indonesia. The use of smart phones, internet
connectivity and digital payment systems has made the use of Sharia compliant digital financial
services among Muslim consumers grow faster (Aulia et al., 2020). Islamic fintech has been seen
as a solution to financial inclusion due to its ability to offer more convenient access to financial
services to the smaller and underserved sections of society. Islamic fintech must adhere to both
financial regulations as well as Islamic law, in contrast to traditional fintech. This twofold
compliance requirement increases the complexity and uncertainty in the operations and regulation
(Muryanto, 2022). Islamic fintech companies have an obligation to comply with the regulations
issued by the financial authorities and ensure adherence to Islamic principles including no interest
(riba), uncertainty (gharar) and gambling (maysir).

The issue of cybersecurity and public trust is another one of the big problems. Islamic
Fintech platforms handle sensitive financial information and online transactions, which can be
targeted by cyber attacks and data breaches. Islamic fintech platforms are susceptible to cyber
attacks and data breaches because they are handling sensitive financial information and online
transactions. Al Duhaidahawi et al (2020) noted that robust Cybersecurity systems should be in
place to ensure user trust and secure digital financial transactions. Moreover, financial illiteracy
among Muslim consumers can also usher lower awareness of Islamic financial products and
services in the public, particularly in developing countries (Darmansyah et al., 2021).

However, to overcome these obstacles, several nations have adopted strategic policies in
order to facilitate the development of Islamic fintech. To promote innovation and cooperation
between Islamic financial institutions (IFIs) and fintech firms, Malaysia has implemented
regulatory sandboxes and licensing frameworks (Mohamad et al., 2024). Indonesia has also
shown significant Islamic fintech growth supported by strong digital transformation trends and a
large Muslim population.

Islamic fintech has been mentioned in previous studies in different ways, such as the
regulatory aspects, technology adoption, consumers' trust in Islamic fintech, and financial
inclusion. But many studies are only on a specific country or specific issues. There are only a few
comprehensive studies that synthesise the key challenges and growth enablers of Islamic fintech.
So, the aim of this study is to analyze the regulatory hurdles and enablers for the development of
Islamic fintech by employing systematic literature review method.

LITERATURE REVIEW
Islamic fintech, also known as Islamic digital financial services, are services designed through a
digital medium that abide by Islamic principles and Sharia law. Islamic fintech products cover
P2P lending, crowdfunding, digital banking, digital payment systems and investment platforms
that are free from elements of riba, gharar and maysir (Alam et al., 2019). Islamic fintech not
only focuses on financial efficiency but also promotes ethical and socially responsible financial
systems.
Islamic FinTech has emerged as a key pillar of the halal economy, offering innovative and
accessible financial solutions for Muslim consumers, and is expected to play a significant role in
the future of finance, particularly in the Middle East and around the globe (Ahmad, 2023).
Besides, the technology integration of Islamic finance also helps the financial institutions to
enhance their operational efficiency and customer service quality.
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In the countries that have the robust Islamic financial sectors, the development of Islamic fintech
has grown rapidly. The authors of the study stated that government support and digital
transformation trends have a significant impact on the growth of Islamic finance (IF), as in the
case of fintech.The authors of the study noted that government support and digital transformation
trends have a significant impact on the growth of Islamic finance (IF) in the case of Islamic
fintech. In addition, Muradova (2024) reported that digital financial technologies open a new
space for Islamic financial institutions to improve their competitiveness and service innovations.
Regulation and Sharia Compliance
Islamic fintech development is one of the aspects that are influenced by regulation. Islamic
fintech firms must abide by the national financial law and Sharia governance framework. This
double compliance makes them more complicated to operate and more uncertain legally for the
fintech providers (Muryanto, 2022).
According to Aulia et al. (2020), the countries with adaptive regulatory frameworks have a better
growth of Islamic fintech. Enabling environments for innovation can be established through
Regulatory Sandboxes, Fintech Licensing Frameworks, and cooperation between designated
financial institutions and regulators.
Nonetheless, the lack of harmonization in regulations across countries is still a major issue.
Susilawati et al. (2023) argue that the fragmentation of the regulations restricts the scalability of
cross-border applications and diminishes investors' trust in Islamic fintech markets. Thus, the
need for harmonized regulations and enhanced institutional coordination for sustainable Islamic
fintech ecosystem.
The contribution of technology in the field of Islamic fintech.The role of technology in Islamic
FinTech. Technological innovation plays an important role in improving Islamic fintech services.
The blockchain, artificial intelligence and smart contracts technologies have improved transaction
transparency, efficiency and security (Kili, 2023). Islamic finance is especially relevant, as
blockchain is based on transparency and traceability of financial transactions in accordance with
Islamic ethical principles.
According to Hendarti et al (2024), blockchain and artificial intelligence technologies could be
applied to enhance the risk management systems and ensure transparency in Sharia finance
transactions. AI is also generally implemented in customer service systems, robo-advisory
services and financial risk analysis.
However, there are still technological readiness and cyber security issues to be addressed for
Islamic fintech to thrive. However, Julianto and Helvira (2022) noted that there are still many
Islamic fintech firms that are hampered by technological infrastructure and digital security
systems. The role of consumer trust and financial knowledge.
Consumer trust and financial literacy
Consumer trust is one of the critical factors that impact on the adoption of Islamic fintech.
Consumers' perception of security, transparency, and Islamic values is influencing their use of
digital financial services (DFS) (Darmansyah et al., 2021). Hence, Islamic fintech providers
should have high security systems and clear operational systems.
Islamic financial literacy is also a key factor in Islamic fintech usage. Many people may lack
basic skills in digital and financial literacy, which restricts their understanding of Islamic fintech
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services. Huda et al. (2016) said that there are still several consumers who don't understand the
concept of digital financial systems and Sharia financial concepts. It is therefore essential to
promote the awareness and build confidence of consumers about using Islamic fintech services
through the educational programs and raising financial awareness campaigns. Greater financial
literacy can also help promote uptake in the use of Sharia-compliant digital financial services.
METHOD
This study used Systematic Literature Review (SLR) approach with Preferred Reporting Items
for Systematic Reviews and Meta-Analyses (PRISMA) framework (Moher et al., 2009). SLR
method was adopted because, it enables researchers to identify, evaluate and synthesize previous
studies on the Islamic fintech development and regulation systematically.
This study was conducted in 4 phases: Identification, Screening, Eligibility and inclusion. At the
identification phase, a literature search was performed on the different academic databases such
as Scopus, Web of Science, ScienceDirect, SpringerLink and Google Scholar. The publications
selected were also restricted to only those studies published from 2019 to 2025, in order to make
sure that the findings are current with regards to Islamic fintech developments.
Several keywords and Boolean combinations were used during the search process, including
“Islamic fintech adoption”, “Sharia-compliant fintech regulation”, “blockchain in Islamic
finance”, “consumer trust in halal fintech”, and “financial inclusion and Islamic fintech”.

Table 1. Search Keywords

No Keywords Results

1 Islamic fintech adoption 58

2 Sharia-compliant fintech regulation 47

3 Blockchain in Islamic finance 51

4 Artificial intelligence and Islamic banking 34

5 Islamic digital finance innovation 63

6 Cybersecurity in Islamic fintech 29

7 Consumer trust in halal fintech 44

8 Financial inclusion and Islamic fintech 56

9 Regulatory sandbox in Islamic finance 21

10 Fintech and Sharia compliance 73

Total 476

This first search found 476 publications. The screening process excluded duplicate articles,
conference abstracts (where full text was not available), non-English publications, and studies
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that were not relevant to Islamic fintech. Following the screening of the titles and abstracts, 214
articles were included for additional screening.
The eligibility step consisted of reading the full text of the selected articles to assess their
relevance and methodological quality. The studies were given greater weight if they are related to
regulation, technology innovation, cyber security, financial literacy, consumer trust, and Islamic
fintech adoption. Finally, 65 publications were included in the qualitative synthesis.
Thematic analysis was employed to identify the common themes and conceptual relationships
from the collected data. For the purposes of this study, themed analysis is seen as a useful method
for consolidating conceptual results and highlighting the important patterns that emerge when
analyzing a piece of literature (Paul and Criado 2020). Analysis was done on key themes like
regulation, technological innovations, cyber security, financial literacy and government support.

RESULT AND DISCUSSION
Based on the results of this study, it is found that Islamic fintech is experiencing rapid
transformation due to the digital innovation and the growing need for Sharia-compliant financial
services. However, it is facing limitations in terms of regulatory fragmentation, cybersecurity
challenges, and a shortage of qualified personnel. One of the important findings by Alam et al.
(2019) is that Islamic financial institutions are subject to two compliance regimes: compliance
with the national financial law and Islamic law or Sharia. This results in different laws in various
countries. This inconsistency not only makes it hard to scale across borders but also to attract
investors, especially in South Asia and certain parts of Africa, where regulations are not fully
developed.
The most important finding of this research is the contrast in regulatory maturity between the
Islamic financial markets of top markets (Malaysia, Indonesia) and other markets. However,
Aulia et al. (2020) note that Malaysia's forward-looking policies, such as specific licensing
frameworks, regulatory sandboxes and fintech startups interacting with Islamic banks, have
provided a good environment for innovation. However, Indonesia is facing problems because of
the limited implementation of policies, despite its high consumer demand and high smartphone
penetration. The impact of policy clarity and institutional support on adoption rates across the
regions is illustrated in the table below (Table 1).

Table 2. Comparative Growth Indicators of Islamic Fintech Adoption (2022–2024)

Country Regulatory Framework
Maturity

Fintech
Startups

User Base Growth
(%)

Government Support
Index

Malaysia High 85 +62% 4.8/5
Indonesia Medium 63 +45% 3.9/5
UAE Medium-high 50 +38% 4.2/5
Saudi
Arabia Medium 57 +29% 4.0/5

Pakistan Low 15 +12% 2.8/5

Source: Central Bank Reports, Industry Surveys, And National Fintech Strategies (2022–2024)

Table 2 reveals that there are countries with more mature regulatory environment (e.g. Malaysia)
which have higher rate of startups and growth of the user base. It is aligned with the argument of
Muryanto (2022) and Susilawati et al. (2023) that regulation has to be harmonized to achieve
sustainable growth. The other key discovery relates to the role of the new technologies such as
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blockchain, artificial intelligence (AI), and smart contracts in Islamic finance. Kili (2023)
mentions the successful applications of blockchain in Sukuk issuance and supply chain financing,
including in the latter, which helps to improve transparency and traceability. Likewise, Mohamad
et al. (2024) highlight that AI-powered robo-advisors are becoming more popular in providing
tailored investment advice within the confines of Islamic principles. Although these
developments have occurred, there are questions regarding the permissibility of some
technologies from a Sharia perspective, including on the conditions of contracting and dispute
resolution, as the scholars Julianto & Helvira (2022) point out.
Given that Islamic fintech platforms deal with a substantial amount of sensitive information,
cybersecurity is a key consideration. Al Duhaidahawi et al (2020) emphasize that a strong
encryption and authentication system adapted to Islamic values of privacy and trust (amanah)
should be implemented. Despite the fact that many startups have not yet developed the technical
skills necessary to have security measures put in place, they remain vulnerable to breaches and
can lead to losing consumer trust. Development of human capital also came up as a major hurdle.
Huda et al (2016) point to a critical lack of professionals who have an understanding of both
fintech and Islamic finance. New programmes are being introduced in universities and training
institutions but there is a much greater demand for these than the universities and training
institutions can cater for. The solution to this skills gap will be for governments and industry to
fund certification courses, internships and joint research initiatives.
Consumer trust and financial literacy were identified as key factors in generalizing. According to
Darmansyah et al. (2021), perceived usefulness and social influence play an important role in
users' intention to use Islamic fintech. It is crucial to have educational campaigns to spread
awareness on the advantages of Sharia-compliant fintech solutions like ethical investing, interest-
free loans, and clear fee structures. The legitimacy and usage is further strengthened by religious
endorsements and community engagement.
Fintech companies, Islamic financial institutions and technology providers were found to be
strategic partners to success. Aulia et al. (2020) cite various successful digital Islamic banking
applications, Waqf-based crowdfunding platforms, and AI-driven underwriting for takaful
insurance products as case studies. These partnerships enable a shared vision, risk reduction, and
alignment to market requirements. A robustness test was carried out by triangulation by
collecting multiple sources of data: peer-reviewed articles, policy documents and regional case
studies for reliability of the findings. The uniformity of the themes (e.g., regulatory fragmentation,
technological innovation, human capital deficiencies) across various contexts supports the
validity of conclusions. In addition, the cross reference with Bank Negara Malaysia and the
Islamic Development Bank with respect to recent reports has given a real-life validation of the
synthesized insights.
To sum up, Islamic fintech offers vast opportunities to further financial inclusion and contribute
to the global halal economy, but sustainable development of Islamic fintech requires solving
regulatory challenges, bolstering cybersecurity measures, raising financial literacy, and building
strategic partnerships. The potential of this transformative industry requires attention to, first and
foremost, standardisation, talent development and innovation on the part of policy makers and
industry participants.
The results of this study highlight the transformative role of Islamic fintech in changing the
landscape of providing Sharia-compliant financial services in the digital age. The rise of Islamic
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fintech is not just a testament to the industry's innovative spirit but also a catalyst for fostering
ethical and inclusive economic progress. The implications of these findings are profound because
they help align Islamic finance with cutting-edge technology, such as blockchain, artificial
intelligence (AI), and smart contracts.
This study highlights the novelty of dual regulatory compliance, a unique feature of Islamic
fintech as compared to conventional fintech, as one of the key contributions of this research.
Islamic fintech is not like the traditional fintech where the laws are quite uniform, Islamic fintech
should work within the country's financial laws and Islamic jurisprudence. With this dual
compliance comes complexity that hasn't been explored in depth in the mainstream fintech
literature. The study is useful for a better understanding of the interaction between institutional
and religious norms and financial innovation as well as it was able to highlight this unique
challenge.
The presence of regulatory fragmentation in the jurisdictions also suggests the necessity for
harmonized regulations in order to achieve cross-border scalability and investor confidence.
Progressive policies, like the regulatory sandboxes and specific licensing regimes, have been
adopted by countries like Malaysia as expressions of leadership. But in many areas, especially in
South Asia and parts of Africa, there are no cohesive plans in place, which creates inequalities.
The discovery further highlights the need for a multi-stakeholder approach to craft a common
framework for digital Islamic financial products, including regulators, Islamic scholars, and
technologists.
A new finding relates to the combination of new technologies and Sharia law. While technologies
such as blockchain and AI offer significant benefits in terms of transparency and operational
efficiency, their compatibility with Islamic legal doctrines remains a subject of debate. It is
essential that scholars and practitioners collaborate to guarantee that innovations are not contrary
to basic Islamic principles, including on issues of contract enforceability and dispute resolution.
The intersection of fintech and Islamic ethics is a new space for interdisciplinary research and
policy development.
The conversation also highlights the significance of cybersecurity and information privacy for
gaining consumer trust. Islamic fintech services need to employ strong encryption methods and
multi factor authentication systems due to the sensitivity of the financial information and the
ethical nature of the expectations of Muslim consumers. Such measures have not only technical
requirements, but moral obligations in accordance with Islamic principles of trust (amanah) and
accountability.
In addition, there is a lack of professionals who have both a sound knowledge of fintech and
Islamic finance, which is also a key constraint for sectoral growth. The need for this skill gap is a
pressing education and capacity-building challenge. Universities and training institutions need to
increase the number of courses in the interdisciplinary field of fintech-Islamic finance and
governments need to encourage internships and collaborative research projects to produce a new
cadre of practitioners.
The study findings are also aligned with the demands side, where perceived usefulness and social
influence are shown to have a significant impact on consumer trust and adoption behavior. To
encourage more uptake of halal fintech, it is crucial to conduct education initiatives that raise
awareness about the advantages, including interest-free financing, transparent fee structures, and
ethical investing. The inclusion of religious endorsement and community engagement adds
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further legitimacy to these platforms, particularly in Indonesia, where the youth population and
high smartphone usage leads to fast adoption.
Government support and public-private partnerships are indisputable strategic enablers.
Regulatory clarity, tax incentives, and a sandbox environment are all good for startups and
established companies. So far, some partnerships between Islamic banks and Fin-tech companies
have already resulted in successful applications of digital banking, crowdfunding and robo-
advisory services. Such partnerships are a testament to the possibilities of synergies that can be
created with ecosystem-building, leading to sustainable growth.
Lastly, the lessons from Malaysia, Indonesia and the Middle East offer a blueprint for
policymakers looking to emulate best practices in other settings. Malaysia is a leader in
proactively regulating the market, whilst Indonesia's demographic advantage is an example of the
significant untapped potential in markets with a Muslim majority. Although blockchain Sukuk
and AI-powered wealth management are being embraced in the Middle East, regulatory reforms
are essential for scaling Islamic fintech solutions.

CONCLUSION
Based on the findings of this study, it can be concluded that Islamic fintech has a promising
potential to contribute in achieving financial inclusion and digital economic transformation in
Muslim countries. Islamic fintech offers cutting-edge financial solutions that meld technology
with Islamic principles. Despite its potential, Islamic fintech development is not without its
challenges, most notably the lack of uniform regulations, cybersecurity concerns, financial
literacy, and the availability of skilled personnel in the field. Lack of effective response to these
challenges could affect scalability and consumer trust. The findings also reveal that government
support, regulatory sandboxes, technological innovation and strategic partnerships are key growth
enablers for Islamic fintech ecosystem. Thus, it is necessary to enhance regulatory harmonization,
boost financial security measures and expand investment in financial education programmes for
both policymakers and industry practitioners. The findings suggest that there is a need for
empirical studies with an analytical approach to consumer behavior and quantitative analysis and
also comparative studies across countries to better understand the long-term sustainability of
Islamic fintech development.
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